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BEFORE YOU REGISTER

Ensure the right person registers

The person who makes decisions on behalf of the parent organisation (i.e. commonly the
owner or CEO) needs to be the person who applies for a PRODA account and subsequently
for My Health Record access unless another applicant is given this authority.

The applicant will become the Responsible Officer (RO) who has primary responsibility for
the organisation’s compliance with participation requirements in the My Health Record
system.

To understand these requirements, search on www.myhealthrecord.qgov.au for ‘System
participation obligations’, ‘Security practices and policies checklist, ‘Register your
organisation’ and ‘Penalties for misuse of health information’.

Unless the applicant’s PRODA account details match details on the Australian Business
Register, they will need to provide evidence of their authority to act on behalf of the
Organisation. When there is a trust or trading name, evidence will always be required.

Potentially-required evidence
Required evidence can include:

e Certificate of registration of a company issued by the Australian Securities and
Investments Commission (ASIC) with the applicant’s name listed as the Public Officer

e The notice issued by the Registrar of the Australian Business Register (ABR) bearing
the business entity’s name, ABN and the applicant’s name listed as the Public Officer

e The organisation’s appointment as a trustee (if the legal structure is a trust) with the
applicant as a stakeholder

e Contract for sale or purchase of business addressed to the applicant

e Lease agreement for the organisation’s primary place of business addressed to the
applicant

e Rates notice for the organisation’s primary place of business addressed to the
applicant

e Certificate of change of name for the organisation issued by the Australian Securities
and Investments Commission and addressed to the applicant

e A document issued by the Australian Taxation Office with the organisation’s name
and tax file number and addressed to the applicant

An applicant not listed on the above documents will be required to upload one of the above
documents with one of the following:
e An affidavit or statutory declaration sworn by a member of the board or executive of
the organisation
e A deed of appointment
e Any other documentation which displays that you hold a position of authority to
commit the business

How to register your Healthcare Provider Organisation for My Health Record — 13" February 2019 3


http://www.myhealthrecord.gov.au/

Ensure at least one of your healthcare provider employees has a
Healthcare Provider Identifier — Individual (HPI-1).

If at least one of your healthcare provider employees are registered with AHPRA you can

continue to the next step.
Those not registered with AHPRA will need to apply for an HPI-I prior to your organisation

registering for My Health Record.
They can apply by completing an Application to register a healthcare provider form

HW033).

REGISTER FOR PRODA AND LINK TO HPOS

Overview of steps

. Aunstralian Goverament

ST Australinn Basiness Register

PRODA

Provider Digital Access

‘1 Health Professional

For access via Provider Portal

e Register Seed Organisation e Obtain all HPI-Is
T
For access via Conformant Software e Authorisation Links
9 Request & Download NASH e| Link identifiers |
@) | Link Medicare PKi site Certificate l
9 Obtain all HPI-Is o
e Configure software r 7' ; v
My Health Hecord

What is PRODA?

PRODA

Provider Digital Access

PRODA is an online authentication system you can use to
securely access certain government online services.

Why use PRODA?

O Vv o=

no need for additional  one username and password
for multiple services

2-tier secure log in
hardware / software
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What is HPOS?

"g Health Professional

L

Health Professional Online Services (HPOS) is a fast and secure way for health professionals
and administrators to do business with the Department of Human Services.

https://www.humanservices.gov.au/hpos

Using PRODA and HPOS

Access via Human Services Website
e Access PRODA directly from the Human Services website.
e |f you get systems error and you accessed PRODA via the Human Services website,
then clear your browser history and retry.

System error

Systemn currently unavailable. Try again later. Please record the error token, and cite in
communications: loGj2dpmhpe

Inactivation period
PRODA & HPOS deactivate after 30 minutes of inactivity (clicking not typing)

Supporting browsers

Using the latest internet browser helps maintain and improve your online security. To
access PRODA to set up an account you’ll need one of these minimum browser versions:
Internet Explorer 9, Mozilla Firefox 30, Google Chrome 39 and Safari 5.
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1. REGISTER FOR PRODA

0
“ Astradin (aver et

PRODA

7" Departmont of Haman Serviens Provider Digital Access

Register now

There are three steps to create a new account

1 Create account 2 Verify documents 3 Match existing services

o %

Verify 3 different ident

l"{g

K\

Provide your details, create Complete matching process

a username and password, for your existing services.

and verify your email
address

By beginning the process you confirm that you acknowledge the Terms and and

that your document information will be checked with the issuer or official record holder

Select 'Register now' to begin the process.

+ Your privacy

Already have a PRODA account? Login here

PROVIDE YOUR DETAILS

*
AW wustralian Covernment
U3t 7™ Department of Human Serviees

PRODA

Provider Digital Access

1 Create 2 Verify
account documents
« Back

Your details

Title {optiona
Miss

First name

Mary

Additional names

Surnarme

Smith

Gender

Female -

Date of birth

Date Month  Year

io /o1 /] 1980
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3 Match
existing
services

Go to
humanservices.gov.au/proda
@ and navigate to ‘Register’

Provide your personal details.




USERNAME, PASSWORD AND SECURITY QUESTIONS

“W%)" Department of Human Servicn Provider Digital Access

Create your login details

Username

masmith

Password ‘
assssnsess Show At least 10 characters ‘

Confirm PassWgrd At least 1 uppercase letter

sssssssens Show At least 1 lowercase letter

At least 1 number or special character

m MUST CONTAIN AT LEAST 1
UPPERCASE, 1 LOWERCASE,
AND 1 (BUT ONLY 1) NUMERIC
OR SPECIAL CHARACTER

: f Australian Government PRODA

7" Department o Humea Servicrs Provider Digital Access

- =g o °
- = (=]
1 Create 2 Verify 3 Match

account documents existing

« Back
Your security questions

Security question 1

Where did I go on my first holiday?

Answer 1

brishane

Security question 2 ‘

What are the last 5 digits of my sports/gym membership card? = ‘

Answer 2
25367

Security question 3

What was my favourite subject at school?

Answer 3

sport
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PROVIDE AND VERIFY YOUR EMAIL ADDRESS

PRODA

£ st ralian Conermmment
Dt et of Hmemam s mes

Provider Digital Access

Back

Your email address

You need to provide an emalil address for your account. We will need to verify that you own

this email

Email address

marysmith@google.com.au

Confirm email address

marysmith@google.com au

\

USE YOUR PERSONAL EMAIL ADDRESS

PRODA

Provider Digital Access

1
f‘ Awstralian (overnment
" * Department of Human Servics

> T | oo
1 Create 2 Verify 3 Match
account documents existing

e contact details entered are not registered to an existing account, a code will be

sent. Please enter the code here

Verify your email address

We sent a code to your email address tania.lewis@humanservices.gov.au . Once you receive
it, enter it below and select 'Next'.

Email code

052018
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VERIFY YOUR IDENTITY

triian (nervewt PRODA

~ Mary Smith

7" Degurament of Hamas Sorvien ider Dicital Acorss
Procider Digizel Access Logout

o
|

Verifying your identity

You have successfully completed Step 1 of the PRODA account creation process.

You can now use the Logout button on the top of the screen to save your progress and restart
the process at a later time.

Please note:
If you do not complete the identity

1 Create account 2 Verify documents 3 Match existing services

A —n (&) A
o7 A" a 0\,—— verification steps your account may
R = be cancelled after 60 days and you
Provide your details, create Verify 3 different identity Complete matching process WI” need to Start the process agaln'
a username and password, documents for your existing user
and supply your email services
address.

You will now begin to verify your identity documentation online using the documents from the
link in Step 2 above.

If you cannot verify your documents online, you will need to submit a paper form with
documents from this extended list.

PRODA

Provider Digital Access Logout

Mary Smith

= . B
&~ - o Oo
o :
2 Verify 3 Match
documents existing

services

Verify your first document

@ Australian passport

O Medicare card If you’re unable to verify your
identity online, select | don’t have
any of these documents and use

O Immicard the Manual identity verification for
Provider Digital Access form.

QO Australian driver's licence

O Australian birth certificate

O Australian Visa (supported by a foreign passport)
O Ccitizenship certificate

QO Certificate of registration by descent

(O 1don't have any of these documents
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Example: Verify your identity (continued)

" Department of Haman Sorviees

t
%‘\ Aant radan Coner paerd PROD:\ N
- Mary Smith

Provider Digital Access Logout

PV z = oo '
e b/ ° . i
Verify your first document
2 Verify 3 Match
documents existing

Australian passport

First name Select a sample
Mary . ‘ .. ’
Tip: ‘Additional names’ needs to
Additional names ; 203

exactly match the middle initial or
name in the document

Surname
] CLB0URNE
Smith 18 AUG 2008 .
- ke CL
D t number 18 40¢ Fy
ocument numbe TR
M98765432 POAUSCETITENCEI ONNCCLLLLLLLLLLLLLLLLLLLLLLLs

ROPI2IZEC2AUSTIOSI2INTIS08189<041001 780 ccccO?

IDENTITY SUCCESSFULLY VERIFIED

:&; oy — PRODA

Mary Smith

TUSRET Deperment of emen Servien
Logout

Procader Digitel Access

| |
Your identity has been successfully ' @
verified!

You have successfully completed Step 2 of the PRODA account creation process.

1 Create account 2 Verify documents 3 Match existing services

Provide your details, create Verify 3 different [dentity Complete matching process
a username and password, documents, for your existing services.
and supply your email

address.

@ Australian passport
© Medicare card
@ Australian driver's licence

You will now choose your code preference and complete matching to existing services.
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2 STEP VERIFICATION CODE PREFERENCES

Mary Smith

[V R e— PRODA

<
e
SRT)” Department of Hamae Serviees Provider Digital Access Logout

- > ‘_.” 0 ©
= a (=}
1 Create 2 Verify 3 Match
account documents. existing
services
<Back

Your verification code preference

Each time you login we will need you to enter a code which can be generated via our mobile
app (recommended), email or mobile phone. Please choose your preferred option to receive

your code.

Email Mobile App Mobile phone (SMS)

Generally quicker
response times

<

PRODA Code Generator

Australian Government Department of Human Services
Tools

[A Add to wishlist

FIRST TIME ACCESS — HEALTH PROFESSIONAL ONLINE SERVICE
(via PRODA)
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LINK YOUR HEALTHCARE IDENTIFIERS TO HPOS

Healthcare providers and administrators

We need to establish your existing relationship with us and your role in the healthcare sector. If you are a provider, you will have a variety of numbers
issued in your name, such as a provider number. We need to link these number(s) to this account so that you can access the appropriate services in the
system.

If you are not a provider you may not have an existing relationship with us, and may not have numbers or identifiers issued to you. If this is the case,
you will be identified as an administrator (not a provider).

Have you been issued with any numbers or identifiers as part of your role? Identifier type

| Medicare Provider Number v
m Yes Medicare Provider Number '
HPEI Number

HPI-O Number

DVA Provider Number

m - DVA Stem
es P8BS Approved Prescnber

HECSRS Identifier
Medxation Review - AACP Accreddtation

Are you a Responsible Officer or Organisation Maintenance Ofiicer for an eHealth organisation?

P ' t A 4
Search for your existing records Medication Review - SHPA Accreditation
Midwife Unique Identifier
We'd like to link up all your numbers and records currently held by the Department of Human Services. If you are a provider, the easiest Pharmacist - ACT Registration
way to do this is to enter your AHPRA medical registration number, and we will search our database for you. If you don't have an Pharmacist - National Registration

AHPRA medical registration number you can pick another number you have (such as a provider number). Pharmacist - NSW R"ngL’a'lO"l

Pharmacist - NT Registration

AHPRA medical registration number Pharmacist - QLD Registration

OR - R Pharmacist - SA Registration
Pharmacist - TAS Registration

Identifier type Idepti Pharmacist - VIC Registration

[HPI-O Number v | Pharmacist - WA Registration

RO/OMO Number

Save and complete later

AGREE TO TERMS AND CONDITIONS

Professional

Health Professional Online Services (HPOS) Terms and Conditions of Use and Access
~

As 8 user of HPOS, you must:

- use HPOS securely and for a proper purpose;

= comply with all laws and policies:

- report breaches: and

- keep information up to date
These HPOS Terms of Use also contsin important information about how HPOS works. which you are bound by. Words that have a spacial meaning are dafined in the glossary at the end.
The Isws of the Australian Gapitsl Territory apply to these HPOS Terms of Use.

1. Accessing HPOS
HPOS is a service provided by the Depariment of Human Services (the The gives you {in the form of & non-ransferable, non-exclusive, revocable
licence) to use HPOS so long as you comply with these HFOS Terms of Use. Your use of HFOS in no way transfers or assigns ownership in any intellectusl property rights (including
copyright) to you.
The depsrtment may change these HPOS Terms of Use from time to time. If this happens, you will be notified electronicslly.
If you do not agree with these HPOS Terms of Use or cannot comply with them, you should stop using HPOS.
If the depsriment finds that you have failed to comply with these HPOS Terms of Use, your acoess to HPOS may be resfricted, suspended, or revoked. In some instances, it is possible you
could face civil or criminel penalties.
An end to your HPOS sccess does not release you from any lisbility or penalty you may have incurred srising from or in connection with your access or use of HPOS.
Your use of HFOS is at your own risk_
2. Use HPOS securely and for a proper purpose
The depsriment may monitor your use of HFOS
You must:
- . v
onhy formation in HPOS shout & parson with the person’ sent and for claiming purpo
ing the "I Agree” button, you acknowledge that you have read and accept the above Terms and Conditions.
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HPOS MESSAGES NOTIFICATIONS

/%2 Health Professional
Online Services

HPOS Mail Centre notification

You are not currently receiving email notifications when you have new correspondence sent fo your Healih Professional Online Services "Mail Centre® account

Would you like to receive email notifications when you have new correspondence in your 'Mail Centre’?

@ Yes, I would you like {0 receive email nofifications when | have new comespondence in "Mail Centre'
© Not now, ask me again later

© No, | do not want email notifications when | have new in “Mail Centre’
Terms and Conditions

You can update your email address, frequency of noifications or opt out of receiving notifications at any time, within the Health Professional Online Services ‘Mail centre/Seftings'

Email Address * [ ]

Tip: Select ‘Immediate

Confirm Email Address * [ ]

o o doyon vt o rceiv el solction? notification for each new
Frequency of notifications * [ One notication daly for all new correspondence v | )
correspondence

Static content was last modified on June 2014

It is important that you provide an email address that you regularly access
as HPOS will use this email address to notify you when an email has been
sent to your HPOS Messages. This include emails related to your seed
registration application.

§52 L &

LINK YOUR HEALTHCARE IDENTIFIERS TO HPOS

*

Hl X \‘L Australian Government PRODA
“TegeT" Department of Human Services

Provider Digital Access
Profile | Services | Organis|

Your PRODA account will
Privacy Notice link to HPOS. You'll see the

By linking to any of the online services below, you agree that your personal andd o, HPOS tile in My Linked
organisation’s information (including your organisations’ personnel detgi# may be Services

with the relevant department or agency to determine appropgi access to their or..C

system.

My linked serviCes

“g Health Professional

Select Link Identifiers if
p—— you did not complete the

step before or want to link
more identifiers

Available services
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2. REGISTER YOUR ORGANISATION (USING HPOQOS)

LOGIN TO PRODA

Aunstralian Government PRODA

Department of Human Services Provider Digital Access

Login

If you have already created your PRODA account, login below.

Username

Test1Test1

Forgot your username?

Password ‘

ssssssnese Show ‘

Forgot your password?

Don't have a PRODA account? Register now

PRODA — HPOS

2,

\ upcraban {erimen PRODA

TR Dot of o e Provider Digital Acess Profile | Services | Logout

My linked services
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Select Eand e DL DT LT L if you wish to navigate back to the

PRODA home page

\2 Health Professional MR OMO One Automation 8M 1=,

Online Services

Hello MR OMO One Automation BM

Your last logon was on 23 March 2018 at 10:52 AM.

R

+ ok =

REGISTER SEED ORGANISATION

v, Health Professional
Online Services

Uniing ¥

ﬁ » My programs

My programs

Department of Veterans' Heaftheare Identifiers - Practice Incentives Program | Practice Nurse Incentive
A Register Sead Organisation (P Program (PNIP)

‘Healthcare Identifiers — Register Seed
Organisation’
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Health Professional

Online Services

 : My programs  # HI - Register Seed Organisation

Healthcare Identifiers - Register Seed Organisation

Register your organisation in the HI Service and the My Health Record system

Important information to read before using this form to register your
system.

ion in the Healthcare Id

Service and My Health Record

Eligibility requirements

To register for the HI Service and My Health Record system, you must have authority to act on behalf of your organisation, and your erganisation must
« employ a healthcare professional who is registered in the HI Service and provides healthcare as part of their duties
« have an active Australian Business Number (ABN).

Registration information
In completing this form, you understand
« your organisation will be registered in both the HI Service and the My Health Record system
« your PRODA details will be used to create your record in the HI Service
« you will be registered as the Responsible Officer (RO} and an Organisation Maintenance Officer (OMO)
= your organisation details will be added to the Healthcare Provider Directory (HPD)

Additional OMO

You can register an additional OMO using this application. After your organisation has been registered, the OMO can link their PRODA account to the organisation’s
HI Service record using HPOS. This will allow them to access Hl Service and My Health Record functions in HPOS

Health professionals already registered with the HI Service

If you and (if applicable) the person you are registering as an additional OMO are healthcare professionals registered with the HI Service, link the healthcare
provider identifiers for individuals (HPI-Is) to the PRODA accounts before starting this application. HI Service details can be used to pre-populate the application and
speed up the process. Any new contact details you include in this application will be added to your existing record and saved as your preferred contact details.
Accessing the HI Service and My Health Record system

You need a Medicare Public Key Infrastructure (PKI) site certificate to access the HI Service, and the National Authentication Service for Health (NASH) PKI
Organisation Certificate to access the My Health Record

If you already have PKI certificates, you can add HI Service and My Health Record permissions once you've received your organisation’s healthcare provider
identifier-organisation (HPI-O). Select the HI Service tile in HPOS, and follow Request or link PKI and NASH ceriificates for organisations and OMOs ir

If you need certificates, read more about PKI and apply.

Begin the application process by supplying your organisation’s ABN or ACN. Your ACN will be used to find your ABN.

Please enter ABN or ACN

ENTER ORGANISATION DETAILS

LET

Click ‘Next’ —;rm B -

Organleation Detalla

prise Mama

Businass Contaot Detalls

v
Businass Addrass
o
-
v
MeIBngiPostal Adarsss
as
A
v
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ENTER RESPONSIBLE OFFICER (RO) DETAILS

n

SR kit Sy R As part of the registration process the
st applicant will be automatically assigned
: as the Responsible Officer (RO) and the
Organisation Maintenance Officer
Important information. You wil Be feSSlered 33 DAY e Respensie Oficer an2 Organaaton Mamerance Oficer lor th seganaanen (O M O ) .
Yo w01 o v oo sy n o i B G 25, s o svma oo
1 sy e o S s e 3 S S o e S T

Daytime Prone *

- Click ‘Next

.....

Healthcare ldentifiers - Seed Organisation Application

If the organisation requires

A . . . multiple OMOQ'’s this can be
e done as part of the

registration process or at a

later stage.
Fersone Detens |
Is additional OMO already registered in HI?
Identifier Type
AHPRA Medical Registration Number
v o HPI-I Number
Identifier Number
: HPI-O Number
RO/OMO Number
Contast Deters

Bucress Azcrecs

Click ‘Next’
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DOCUMENTS

> HI - Register Seed Organisation

Healthcare Identifiers - Seed Organisation Application

Organizafion Details RO Details Additional OMO Details Documents

Documents

Evidence of your authority to act on behalf of the organisation can include:

= Cerlificate of regisirafion of a company issued by the Ausiralian Securifies and Investmenis Commission and your name lisied as the

Public Officer

» the notice issued by the Regi of the A i i Reqgister (ABR) bearing the business enfity's name, Australian Business

Mumber and your name listed as the Public Officer
= the organisation’s appointment as a trustee (if the legal structure is a trust) with you as a stakeholder
= contract for sale or purch of b dd d to you

= statement of transaction issued by a financial institution in the name of the company. addressed to you and less than 1 year old

= lease agreement for the organisation's primary place of business addressed to you
= rates nofice for the organisation's primary place of business addressed to you

= cerfificate of change of name for the organisation issued by the i iies and In Ci ission and
= adocument issued by the Australian Taxation Office with the organisation's name and fax file number and addressed to you.

If you are not listed on these documents you will also need to establish that you are authorised to act on behalf of the organisation and to

commit the business. In addition to the documents listed above you may provide one of the following:
= an affidavit or statutory declaration swom by a member of the board or executive of the Organisation
= adeed of appointment
= any other documentation which displays that you hold a position of authority to commit the b

<4+

Type Proof of Relationship v

File Choose File | No file chosen

Upload File Reset
Please note: file name, type and size restrictions apply.

List of Documents
There are no d. its attached to this licati

CONFIRMATION AND DECLARATION

s 3 HI - Register Seed Organisation

Healthcare Identifiers - Seed Organisation Confirmation

Greenway ACT 2900

Additional OMO Details

An additional OMO was not nominated with this application

Documents
List of Documents
Name Type File Size Uploaded On
bvt doc.docx Proof of Relationship 11.2 0772015 10:10

Please review the infermation you have supplied before submitting this application. You can make corrections if required at this point by selecting the

Back button.
Organisation Details
Enterprise Name: YENTAL ABN: 11958708703 ACN: 100411443
Trading Name: Demostration Organisation Type: Aged Care Residential Organisation Service Charitable hostels for the
Services Type: aged
Organisation Service Business Address: 134 Reed STHN, Mailing/Postal 134 Reed STN
Unit: Greenway ACT 2900 Address: Greenway ACT 2900
Daytime Phone: 0212341234 Email: test@gmail.com Fax Number:
RO Details
Name: MRS person C C Date Of Birth: 01/01/1965 Sex: Intersex or Indeterminate
Other Name(s): Identfier Type: Identifier:
Business Address: 134 Reed STN, Daytime Phone: 0212341234 Email: test@gmail com

The Documents tab will
appear if you are required to
provide evidence of your
authority to act on behalf of
the organisation

1. Select Type
2. Choose file
3. Click ‘Upload File’

Click ‘Submit”

How to register your Healthcare Provider Organisation for My Health Record — 13" February 2019 18



& Py prociwma ¥ HI - Hegeber Sesd Urgensston

Healthcare dentifier

ﬁ M raweres Lhs inkormalicn pou hess sopsies Daioes sobmillng hes sppEsiion. Yo o meks coomscicns i
recuire] @ b i by ssiecing B Had bulon

Lrpureusatecn Debaks

Entmrpnes Hume:  TENIAL 11 TS A0 ACH: (= b e ]
Inicing HEms: L mwden Urgenmsban Sowd s Lrgenmntzn L Em W hos b
I'prem: HaarielilE Serwice lypw I B e

= ]
Lo el rewwriman [ T5E Hamad S M Enlng1 “oebal 134 Heed 511 M
Sarves LUnk Ackirwas: L w &1 s Litwsamaey AL

rao i P
Lwryiwres I"hene: DET2047234 Emuk ksl oen FEz Humbsr:

HLl Dabals
Hums: Y rson UL Diwle [ Erthe 1 Hmx: Irdsrusas =
Iradalarrnaks
Lihar Murmada|: Idmrtmr lyps: Idmnirha
Businsas 134 Himed 51 W Deybns I"horm:  S21I5873054 Erraid: bl oyl oz
AddrEeu: Laswmrraney 5001
Fot il

Addrbonsl DR Uebais

A midleesl Uk was ool somimsled wil® e sepiecalion.

Uocumants

Lt of Uocumanits

Hume Iyp= s Som Uplcsdesd Un

— B oo ol Hisimbormhigs ma TIFONSSTIE 1510
Uscmmsban

I'myecy nobce

Wiwer marsresl mlorrrslos m pruledel by B, mchEng bs Povasy Ser DAY gral Manfreere Heefiary S 200
irar mareesl imlorrmslioe m oclscisd by Be A reieen Crorsesamsn | Dspsrimen] of Sumsn Servcss and e Sarcdos
Uswrnlie o' Pw Fusliiss el Swrees. o e porpuses o ecedsneg N ecsnmsloe mn By Heslhoaes

L= TER L gy B

1B ondsmdess o this inlarslos s solioessd by e Serdcee [SeelSeer A 2010 e Fwcy Ao TREE. VB!
P mivemslon . e imEcsloe cannc bs st

irar maraesl slormelos may Be e Ty e Separkmsnl or gheen o oher paries, mech g oher Sosbslisn

SremrimeEnl depariTanls B0 sEratas, weere yus Pec eoresrs o Del o whees ol @ recursd or suhormes? Sy s
iy e Heslhoes KenTas S 3170 snd sy Ao TE5)

Wirs cmn gal s islonmeloes sheecl s sy n shach B deparimen ] sill mensgs yoor parsonsl informslon, imcusng
DL ey [Py, sl b o o S ey

1B by Sl Herred Syalen Urseesl
s U B by Seall
ww. Ay wilhis Soel

= 'wil ooiler] pasons niensbon = s loen om B Superiesn! k= he
feards s el ey s e 6 doadoss P nivemsion de recuesd or su e Sy
imiuding e My el Qecordy S 1013 el Siveecy A 1508

LUmclwrwion
| declrs thel:
o | E sppiyng on bl o he Seed Uroaensaion o eeotairalion e 6 besllieses soovicder ogsniasbon usdse s
Ay Haxith Pecordy Aot ITHI
e iecmnEsine | S regslEng =@ sobs e oo o § Feaslaoes | rovaie denbise - Decsrmssl e sumbssr
s e Sewincerw idenkSeer Ao 3210
n | B bl gl suhonty o msks e sepicalion on bebell of B Seed Urgeniasbon sed o pnricds B negosce s

mlralee
| wil only pocsss Ed uss SealPcen Kenlisrs ko s porposss defimsd o hs Seadtors destfers Ao ITT0
n Doraberslerad e ross e saspoesdsbies o De Haspeesbss Ulese el Decansslee Ve besncs D hosr. 1]

wiciiond Urysniasion Menlensos U e e resbaed Wl 5 00 s | wil meis sos Peey oe i o' B
wrErsnx o he Digeniasicn Marnlsneos Ullos row
w D eloresiee | hes provided oe hs foem B oemsil e comes]

| schnowisdgs snd urdsrsisnd thek

n  pEwiEx b e ELNE e Mol Sy Jads e Heabtore Sesifws Ao JHO

it o maeriopsls i he by Haslh Rleoond, Be Seed Urpenission mus! oomply with B chigsions describsd
= e My FHewis Recordy At 7007w e My Fasilh Heosd Hulss

n gy e o relestiny ol @ 5o claee

| S =

How to register your Healthcare Provider Organisation for My Health Record — 13t February 2019

19



APPLICATION SUBMITTED

mz » HI - Register Seed Organisation

Healthcare Identifiers - Register Seed Organisation

Success: Your application has been submitted. You will receive the outcome of your application in your HPOS Mail Cenfre. Whe na p pl |Cat|0 n goeS tO
Register your organisation in the HI Service and the My Health Record system pe n d I ngr Ch eCk the H POS
centre as you may find

Important information to read before using this form to register your organisation in the Healthcare Identifiers Service and My Health Record

system. ’
= you’ve already been

Eligibility requirements approved. Any further
To register for the HI Service and My Health Record system, you must have authority to act on behalf of your organisation, and your organisation must:

« employ a healthcare profiessional who is registered in the HI Service and provides healthcare as part of their duties ve rlflcatlon req u |re me nts W” I

= have an active Ausiralian Business Number (AEN)
Registration information be sent thrOUgh to HPOS
In completing this form, you understand:

« your organisation will be registered in both the HI Service and the My Health Record system M essages_

= your PRODA details will be used to create your record in the HI Service
= you will be registered as the Responsible Officer (RO) and an Crganisation Maintenance Officer (OMO)
« your organisafion details will be added to the Healthcare Provider Directory (HPD).

Additional OMO

“fou can register an additional MO using this application. After your organisation has been regisiered, the OMOC can link their PRODA account to the organisation’s
HI Service record using HPOS. This will allow them to access HI Service and My Health Record functions in HPOS.

Health professionals already registered with the HI Service . .
If you and (if applicable) the person you are regisiering as an addifional OMO are healthcare professionals registered with the HI Senvice, link the healthcare FOF ass ISta nce W|th th e
provider idenfifiers for individuals (HPI-Is) to the PRODA accounts before starfing this application. HI Service details can be used to pre-populate the application and . .
speed up the process. Any new contact details you include in this application will be added to your existing record and saved as your preferred confact details. rengtI"atlon p rocess Ca | |

Accessing the HI Service and My Health Record system 1300 36 1 457
You need a Medicare Public Key Infrastructure (PKI) site cerificate to access the HI Service, and the National Authentication Service for Health (NASH) PKI —_— - =
Organisafion Cerfificate to access the My Health Record.

If you already hawe PK] cerificates. you can add HI Service and My Health Record permissions once you've ived your isation’s healthcare provider
identifier-organisation (HPI-0). Select the HI Service file in HPOS, and follow Request or link PKI and NASH cedificates for organisations and OMOs instructions.
If you need certificates, read more about PKI and apply.

Begin the application process by supplying your organisation’s ABN or ACN. Your ACN will be used to find your ABN.

Please enter ABN or ACN

Submitted Applications Status
Application 1D Submission Date Applicant Organisation Organisation Address Status Revea Ied
101035 2710712018 10:36 MRS person C C demostration 134 Reed ST N, Greemway ACT 2900 Pending

CHECK YOUR HPOS MAILBOX

L Messages » Mail Centre - My mailbox
Mail Centre - My mailbox

Compose newmail| ‘Form upload

2 my mail ([ Filed

i To update your Mail Centre email notifications select the Settings icon ‘

Search by:
Program mailbox * ALL v
Range * = All Previous week Previous month Date range (below)
Search| [Reset
Display:| All v Move selected to: ¥ | Move|
Program mailbox < Subject ¢ Update Date/Time & Ref No &
P | Healthcare Identifiers Your application has been approved 27/07/2018 10:45 AM | 2480619-01

Static content was last modified on 6 December 2014
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Remaining Steps for those using conformant software

PRODA

der Digital Access

. Anstralian Government
77 Austrulian Basioess Register

2 Health Professional

/ e Register Seed Organisation

:I |
@ ]

l
\

My Health Reeom

o | Request & Download NASH |

@ [ Link Medicare P site Certificate |

e Obtain HPI-Is
0

Configure software |

Request and download a NASH PKI certificate

Pre-requisites

* Your registration must first be approved (check your HPOS Messages)

* If you have previously registered via a non-HPOS method your RO/ OMO
identifier will need to be linked to your HPOS account (Step ‘1j’).

If the conformance register lists your software as a CSP software, or if you use cloud-
based software you won't need to request for a NASH PKI certificate. Follow the
instructions listed when you scroll down to ‘CSP Links Tab’ here. The CSP number is
provided when you contact your CSP software vendor. Those using Aquarius require a
NASH and to also link to Medisecure as a CSP.

Overview of Steps

.
- Matching details expedites registration > v Assivalian Goverament
g Australian Basioess Register

PRODA

rovider Digital Access

2 Health Professional

/ el Register Seed Organisation |

access via Conformant So

For access via Provider Portal

e | Request & Download NASH |

@ | Link Medicare PXi site Certificate -

e Obtain HPI-Is
O

Configure software I

My Health Hecord
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3. REQUEST AND DOWNLOAD NASH PKI ORGANSIATION
CERTIFICATE

PRE-REQUISITES

e Your registration must first be approved (check your HPOS Messages)
e If you have previously registered via non-HPOS method your RO/ OMO identifier will

need to be linked to your HPOS account (Page 13).

PRODA

Provider Digital Access
Profile | Services | Organis

Privacy Notice

By linking to any of the online services below, you agree that your personal and / or your
organisation’s information (including your organisations’ personnel details) may be sharec
with the relevant department or agency to determine appropriate access to their online

system.

My linked services
a. HPOStile

2 Health Professional
I e Servi

Link identifiers

Available services

MR OMO One Automation BM B

2 Health Professional

Online Services

Hello MR OMO One Automation BM
‘ ’
b' My Programs Your last logon was on 23 March 2018 at 10:52 AM.

+eh B

My programs

-

[ ]
Message -y
My details Info
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“2 Health Professional MR OMO One Automation 84 |-

Onl

programs.

My programs

Department of Veterans' Healthcare Identifiers IVF/GIFT Program My Health Rex
Affairs (DVA} Organisation

+enhBE

Practice Incentives Program [l Practice Nurse fhcentive
(PIP) Program (PNIP}

¢ Back

Health Professional
Online Services

Healthcare identifiers

You can access some parts of the Healthcare |dentifiers Service through HPOS, The services available are below.

Visit HI Service for more information.

HI Services available

My organisation details \
+  MyOMO details

«  Search HI provider directory service for organisation

. Search HI provider directory service for individual

. Search Hl for organisation
. Search HI for provider individual

Organisation snapshot
The details for this orgenisation are displayed below.

To make updates, amend the information and select "Submif'.

For details of your network, select Metwork map .

Certificate details
Certificate Type Distinguished Name RA Mumber Certificate Expiry Date Status

There are no cerificates for this organisation.

Link existing PKI certificate
Request 8 Medicare PKI site Cerfificate
Request 8 MASH PKI site cerdificate

T
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F. PROVIDE MOBILE NUMBER AND ACCEPT TERMS AND CONDITIONS

‘2 Health Professional

Organisation snapshot
The details for this organisation are displayed below.

To make updstes. amend the information snd select 'Submif'

For details of your network, select Network map .

Request NASH PKI Site Certificate

You need to meke Sure you your including agreeing to the Terms and Conditions.

All required fields are marked with an asterick *.

*Mobile Number {we will SMS your Personal

Identification Code (FIC) to this number)
New Mobile Number
*If you have an existing NASH certificate, |

please confirm that you agree for us to
revoke it within the next 2 months.

*Terms and Conditions O
By checking the box snd clicking the *Save Changes” button on this page, you ackn ree that:
. you are duly suthorised to legally bind the Organication’s lags! entity; and

the Orpanisstion’s legal entity agrees to be legslly bound by:

. the Terms snd Conditions of Use:
- the Relying Party Agreement (if applicable); and
. the Certificate Paiicy

o view Certificste palicy dacuments click here

[Bave changes| [cancs changes]
| Certificate details

Certificate Type Distinguished Name RA Number Certificate Expiry Date Status

There are no certificates for this organissfion

G. SUBMIT REQUEST

Organisation snapshot
The details for this organisstion are displayed below.

To make updates, amend the information and select 'Submit'.

For details of your network, select Metwork map .

| Certificate details
Certificate Type Distinguished Name RA Number Certificate Expiry Date Status

There are no cerificates for this organisation.

NASH PKI Certificate for Organisation request defails
Status Mobile Number Action
Vslidation complete - ready to submit requast. 0422862800 Delete
Link existing PK1 carfificate

Reguest a Madicars P site Cartificate
Reguest a MASH PKI site carificate

Privacy Note
Your personal i s by law. ing the Privacy Acf 1988, and is by the D of Human Services for purposes
relating to the provision of fe ling the init ion and op tion of PKI, the HI Service and the My Health Record system

Your informstion may be used by the depariment or given to ather parties for the purposes of research, investigation or whers you have agreed or it is required or authorised by
law.

¥ou can get more information sbout the way in which the Department of Human Services will manage your personal information, including our privacy policy at
.Ov.au/pm or by ting a copy from the department.
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SMS message notification is sent to the specified number when the certificate
is ready for download

Your NASH certificate for HPI-O XXXXXXis ready to download through HPOS. It is available for
30 days. Your PIC is XXXXXXXX.

To recover the PIC contact the HPOS Help Desk: 1800 723 471.
H. HPOS DOWNLOAD CERTIFICATE

When the NASH file is
“2 Health Professional roEITl  downloaded, the certificate
is called ‘SITE”.

{ o ' S - Your has been ful and the details have been updated.

Contact the eBusiness

The details for this organisation are displayed below

Service Centre on 1800 700
To make updates, amend the information and select 'Submit’.
For details of your network, select Network map . 199 fOf hel p relat' ng tO
I T A N I I K T T R coeoes | | rogress of a NASH PK
Certification request.

Certificate details

Certificate  Distinguished Name RA Number Certificate Status Action

Type Expiry Date

NASH ‘CN=general 8003620833339638.id.electronichealth.net.au,0=seed new 4226026377 | 09/08/2020 Active | Download

changed,dc=8003620833339638,dc=id,dc=electronichealth,dc=net,dc=AU Revoke
Link existing PKI cerlificate /
Request a Medicare PKI site Certificate

Request a NASH PKI site certificate

Cancel

4. LINK EXISTING PKI CERTIFICATE

2 Health Professional

Online Services

personee E"

10G ouT

Organisation snapshot

The details for this organisation are displayed below. L]
To make updates, amend the information and select 'Submit’. a
For details of your network, select Network map ®

| Certificate details
Certificate  Distinguished Name RA Number Certificate
Type Expiry Date
NASH CN=general.8003624900023562.id.electronichealth.net.au, 0=DESIRE 5569255713 30/0:

IT,dc=8003624900023562,dc=id,dc=electronichealth,dc=net,dc=AU

1 NASH PKI certificates are used to access the My Health Record. Yo
‘with your software vendor. If you can't, you will need a Mag
Use the links below to request a NASH

able to use NASH to access healthcare identifiers in the HI Service - check
site certificate to access the HI Service.
site certificate, or link an existing Medicare PKI site certificate to your HPI-O details.

Link existing PKI certificate
Request a Medicare PKI site Certificate
Request a NASH PKI site certificate
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5. OBTAIN ALL HPI-IS

You will also need the HPI-Is of the clinicians within your organisation who will use My
Health Record.

e If they are registered with AHPRA they will already have an HPI-I.
To find it they can:
o log onto www.ahpra.gov.au using your AHPRA User ID
o call the HI Service on 1300 419 495, or
o add 800361 to the front of your AHPRA User ID (note: this is not your
professional registration number).
e If their profession is not registered with AHPRA, they will need to complete the
‘Application to register a healthcare provider form (HW033)’

6. CONFIGURE SOFTWARE

Now that you have your HPI-O, HPI-Is, NASH certificate and you’ve linked your PKI Site

Certificate, contact your software vendor to configure your software and ensuring MHR
permissions are enabled.

For Aquarius users only
To ensure your software uploads dispense records, individual pharmacists will need to publish their details
in the Healthcare Provider Directory (HPD) via the ‘HPD Tab’ in HPOS (search ‘Register seed organisations
in HI Service and My Health Record and manage NASH certificates in HPOS’ on the Human Services website
for more information) or call 1300 361 457.

Remaining steps for those using Provider Portal

.
/o PRODA s N . Anstralian Government
Provider Digital Access ERETT Australian Basioess Register

2 Health Professional

For access via Provider Portal

‘/Gl Register Seed Organisation e Obtain HPI-Is

o Authorisation Links

(j\/ e | Link identifiers |

@) /
®

5] v

My Health Hecord
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MY HEALTH RECORD USING THE NATIONAL PROVIDER PORTAL

1. OBTAIN ALL HPI-IS

You will also need the HPI-Is of the clinicians within your organisation who will use My
Health Record.

If they are registered with AHPRA they will already have an HPI-I.
To find it they can:
o log onto www.ahpra.gov.au using your AHPRA User ID
o call the HI Service on 1300 419 495, or
o add 800361 to the front of your AHPRA User ID (note: this is not your
professional registration number).
If their profession is not registered with AHPRA, they will need to complete the
‘Application to register a healthcare provider form (HW033)’

. AUTHORISATION LINKS FOR THE MY HEALTH RECORD

PROVIDER PORTAL

The RO/OMO needs to authorise HPI-I/s (identifiers for individual providers) to use
the My Health Record before the provider/s can access the Provider Portal.

Follow these steps to manage which clinicians in your organisation can access My
Health Record:

* select My Health Record System — Organisation Registration from the main
menu in HPOS

= select Manage Authorisation Links

= My Health Record System — Healthcare Provider Organisation selection page
displays with a list of organisations you can act of behalf of

= select Add/Update of the required organisation

= My Health Record system — Manage Authorisation Links page lists the healthcare

provider individuals already linked to the organisation, if any

* toadd a healthcare provider, enter their HPI-I number in the Enter HPI-l Number
field and select Search. The search function will only look for an exact match of a
healthcare provider's HPI-I. The filter function allows you to use the HPI-I number

and name to filter the existing linked HPI-I's to make selection of the required
HPI-I easier

» authorisation links can be deactivated by selecting the Deactivate link.

The RO / OMO must deactivate the user if that person is no longer representing their

organisation
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HEALTHCARE PROVIDERS

PRODA

Provider Digital Access

Privacy Notice

By linking to any of the online services below, you agree that your personal and / or your
organisation’s information (including your organisations” personnel details) may be shared
with the relevant department or agency to determine appropriate access to their online
system.

My linked services

"2, Health Professional

Link identifiers

Available services

My Health Record

PROVIDER PORTAL SET-UP PROMPT

Before you start:

e You will need your Healthcare Provider Identifier for Individuals (HPI-I).
Go here for more information on how to get your HPI-1 if you don’t know what it is.

¢ Your HPI-I will need to be linked to an organisation that is registered with the HI
Service and the My Health Record System (even if you are a sole trader).
Go here for more information on how to create a new organisation and how to
establish links between individuals and your organisation.

For more information please contact the My Health Record Helpline on 1800 723 471

(option 2).
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LINK IDENTIFIERS

v'%

My Health Record

Au
Amstradian Digital Health Agesey

Error may appear if your HPI-I

Welcome to the My Health Record System hasn’t been authorised within

" . . . ’
Before starting, you will need to link your PRODA ID ta the My Health Record System. Authorisation Links
You will only need to complete the linking process once,

As part of the linking process, we need to verify your identity. Please enter a valid identifier below,
The ‘ldentifier Type’ can be your Healthcare Provider Identifier — Individual (HPI-1), or your Australian
Health Practitioner Regulation Agency (AHPRA) registration. Please enter the associated registration

number into the ‘Identifier Number' field.

IDENTIFIER TYPE

HPI-I v
Q Your Healthcare Provider Identifier (HPI-1) is not linked to a registered organisation. For
_ more information please go to this page or contact the My Health Record Helpline on
AHPRA 1800 723 471 (option 2).

]

e — PRODA Praveen Pandian

"BRE7" Departmont of Hurus Servier Provider Digital Access Profile | Services | Logout

My linked services

WY

Available services

"3 Health Professional

e

...................

THE NEXT TIME YOU LOG IN TO PRODA, THE MY HEALTH RECORD TILE WILL
APPEAR UNDER THE ‘MY LINKED SERVICES’ SECTION. CLICKING THE TILE
WILL REDIRECT YOU TO THE PROVIDER PORTAL
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CHANGES TO DELEGATES AND ACCESS IN HPOS

The Department of Human Services has implemented to ensure safety when using HPOS
and have also made it easier to manage your delegations and will now suspend users that
don’t access the system.

Changes to delegations

From 1 December 2018, delegations in HPOS will automatically expire after a 12-month
period. After the 12-month period, providers will need to renew their delegates’ access, or
the delegate will need to request access.

To help with this change:

) administrative staff can now submit a request for delegation access or renewal to a
provider for their approval

J a delegation period can be set for any specified time limit up to a maximum of 12
months.

Suspended access to HPOS

All HPOS users will now have their access to HPOS suspended after 6 months of inactivity.
The first suspensions will begin on 1 March 2019, meaning that if you haven’t accessed
HPOS since September, your access will be suspended.

To keep your access active, log on to HPOS and access your services at least once every 6
months. If you’re a delegate, your activity also keeps your provider’s access active.

If your access is suspended, you can reactivate it by logging on to HPOS and selecting
Reactivate Access to HPOS. This will come up when you attempt to log on.

How to register your Healthcare Provider Organisation for My Health Record — 13" February 2019 30



PRODA

Provider 1 ?l‘_n.‘.‘n'n“' Access

SUMMARY OF STEPS

. Anstralian Government
© Australian Basiness Register

"2 Health Professional

For access via Provider Portal
Register Seed Organisation e Obtain all HPI-Is
+
For access via Conformant Software o Authorisation Links
9 Request & Download NASH e Link identifiers
@) | Link Medicare PKi site Certificate 1
e Obtain all HPI-Is
v'%

6 Configure software

My Health Hecord

Human Services Contacts

e Provider Digital Access (PRODA) Help Desk (1800 700 199) for help regarding
PRODA.

e Health Professional Online Services (HPOS)Help Desk (1800 723 471) for help
regarding HPOS.

e Healthcare Identifier Service Help Desk (1300 361 457) for help registering an
organisation in the My Health Record and the HI Service.

e eBusiness Service Centre on (1800 700 199) for help relating to progress of a NASH
PKI Certification request

e NASH PKI Operations Team (1300 721 780)

e Online Technical Support for Software Vendors
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Other links

e Forexpired / lost NASH certificates: Manage your NASH PKI certificates

https://www.humanservices.gov.au/organisations/health-
professionals/enablers/manage-your-nash-pki-certificates/48001

e PKI Medicare Site certificate: read about renewal

https://www.humanservices.gov.au/organisations/health-
professionals/services/medicare/public-key-infrastructure#frenewal

e Toadd other OMOs under your organisation, follow the steps listed in the link
below; where it refers to the ‘OMQ’ tab

https://www.humanservices.gov.au/organisations/health-
professionals/enablers/register-seed-organisations-hi-service-and-my-health-record-
and-manage-nash-certificates-hpos/32591#a9

e Use this form to replace a Responsible Officer (RO) for an already-registered
organisation

https://www.humanservices.gov.au/organisations/health-
professionals/forms/hw040

e Follow these steps if you have had a change of ownership

https://www.humanservices.gov.au/organisations/health-
professionals/services/medicare/healthcare-identifiers-service-health-
professionals/managing/change-ownership#a?2

e Goto Provider Digital Access (PRODA) education for health professionals

https://www.humanservices.gov.au/organisations/health-
professionals/subjects/proda-education-health-professionals
for an eLearning program, simulations and infographics.
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